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CVE CVE-2023-34383
State PUBLISHED
Assigner Patchstack

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-03 12:15:08 UTC
Updated 2026-04-28 19:20:45 UTC
Description Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection') vulnerability in weDevs WP Projec

Risk And Classification

CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H

used in an SQL Command (‘SQL Injection’)

Primary CVSS: v3.1 9.8 CRITICAL from nvd@nist.gov

Problem Types: CWE-89 | CWE-89 CWE-89 Improper Neutralization of Special Elements

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 9.8 CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 ADP DECLARED 9.8 CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 audit@patchstack.com Secondary 8.5 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:L
3.1 134c704f-9b21-4f2e-91b3-4a467353bccO  Secondary 9.8 CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 CNA CVSS 8.5 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:N/A:L
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https://cve.report/
https://cve.report/CVE-2023-34383/mitre
https://cve.report/CVE-2023-34383/nist
https://cve.report/CVE-2023-34383/cve_org
https://cve.report/api/cve/CVE-2023-34383.json
https://cve.report/CVE-2023-34383.pdf
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CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wedevs Wp Project Manager All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA WeDevs WP Project Manager affected n/a 2.6.0 custom Not specified

ADP Wedevs Wop Project Manager affected 2.6.0 custom Not specified
Reference Source Lin}

WordPress WP Project Manager plugin <= 2.6.0 - SQL Injection vulnerability - Patchstack af854a3a-2127-422b-91ae-364da2661108 patc

patchstack.com/database/Wordpress/Plugin/wedevs-project-manager/vulnerabilit... MITRE patc
CVE Program record CVE.ORG WWV
NVD vulnerability detail NVD nvd.

L]

Vendor Comments And Credit

Discovery Credit

CNA: Theodoros Malachias (Patchstack Alliance) (en)

Additional Advisory Data

Solutions

CNA: Update to 2.6.1 or a higher version.

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/wedevs
http://cve.report/software/wedevs/wp_project_manager
http://cve.report/vendor/weDevs
http://cve.report/software/weDevs/WP_Project_Manager
http://cve.report/vendor/wedevs
http://cve.report/software/wedevs/wp_project_manager
https://patchstack.com/database/vulnerability/wedevs-project-manager/wordpress-wp-project-manager-task-team-and-project-management-plugin-featuring-kanban-board-and-gantt-charts-plugin-2-6-0-sql-injection-vulnerability?_s_id=cve
https://patchstack.com/database/Wordpress/Plugin/wedevs-project-manager/vulnerability/wordpress-wp-project-manager-task-team-and-project-management-plugin-featuring-kanban-board-and-gantt-charts-plugin-2-6-0-sql-injection-vulnerability?_s_id=cve
https://www.cve.org/CVERecord?id=CVE-2023-34383
https://nvd.nist.gov/vuln/detail/CVE-2023-34383
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