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Summary

CVE CVE-2023-34395

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-27 12:15:00 UTC

Updated 2023-07-06 13:38:00 UTC

Description Improper Neutralization of Argument Delimiters in a Command ('Argument Injection') vulnerability in Apache Software Foundation Apache Airflow ODBC Provider. In OdbcHook, A privilege escalation vulnerability exists in a system due to controllable ODBC driver parameters that allow the loading of arbitrary dynamic-link libraries, resulting in command execution. Starting version 4.0.0 driver can be set only from the hook constructor. This issue affects Apache Airflow ODBC Provider: before 4.0.0.

Risk And Classification

Problem Types: CWE-88

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Apache-airflow-providers-odbc All All All All

References

Reference Source Link Tags

Disable setting ODBC driver via extra by default by potiuk · Pull Request #31713 · apache/airflow · GitHub MISC github.com

lists.apache.org/thread/l26yykftzbhc9tgcph8cso88bc2lqwwd MISC lists.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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