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CVE-2023-34465 - advisory for GHSA-g75c-cjr6-39mc
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Certain versions of Xwiki from Xwiki contain the following vulnerability:

XWiki Platform is a generic wiki platform. Starting in version 11.8-rc-1
and prior to versions 14.4.8, 14.10.6, and 15.2, `Mail.MailConfig` can
be edited by any logged-in user by default. Consequently, they can
change the mail obfuscation configuration and view and edit the mail
sending configuration, including the smtp domain name and
credentials. The problem has been patched in XWiki 14.4.8, 14.10.6,

and 15.1. As a workaround, the rights of the `Mail.MailConfig` page can be manually updated
so that only a set of trusted users can view, edit and delete it (e.g., the
`XWiki.XWikiAdminGroup` group).

CVSS3 Score: 8.1 - HIGH
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NETWORK LOW LOW NONE
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UNCHANGED HIGH HIGH NONE

CVE References

Description Tags Link

Mail.MailConfig can be edited by any user with edit
rights · Advisory · xwiki/xwiki-platform · GitHub

github.com

text/html

 MISC github.com/xwiki/xwiki-
platform/security/advisories/GHSA-g75c-cjr6-39mc

Loading... jira.xwiki.org  MISC jira.xwiki.org/browse/XWIKI-20671

CVE-2023-34465 has been assigned by  security-advisories@github.com to track the vulnerability - currently rated as HIGH  severity.

Affected Vendor/Software:  xwiki - xwiki-platform version = >= 11.8-rc-1, < 14.4.8

Affected Vendor/Software:  xwiki - xwiki-platform version = >= 14.5, < 14.10.6

Affected Vendor/Software:  xwiki - xwiki-platform version = >= 15.0-rc-1, < 15.1
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https://cve.report/CVE-2023-34465.pdf
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http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://github.com/xwiki/xwiki-platform/security/advisories/GHSA-g75c-cjr6-39mc


← Previous ID Next ID→

Loading... jira.xwiki.org

text/html

 MISC jira.xwiki.org/browse/XWIKI-20671

XWIKI-20519: Improve Mail.MailConfig initialization ·
xwiki/xwiki-platform@d28d773 · GitHub

github.com

text/html

 MISC github.com/xwiki/xwiki-
platform/commit/d28d7739089e1ae8961257d9da7135d1a01cb7d4

Loading... jira.xwiki.org

text/html

 MISC jira.xwiki.org/browse/XWIKI-20519

XWIKI-20671: Fix Mail.MailConfig initialization ·
xwiki/xwiki-platform@8910b88 · GitHub

github.com

text/html

 MISC github.com/xwiki/xwiki-
platform/commit/8910b8857d3442d2e8142f655fdc0512930354d1

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Xwiki Xwiki All All All All

Application Xwiki Xwiki 11.8 milestone1 All All

Application Xwiki Xwiki 15.0 All All All

No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)

 @CVEreport CVE-2023-34465 : XWiki Platform is a generic wiki platform. Starting in version 11.8-rc-1 and prior to
versions 14.… twitter.com/i/web/status/1…

2023-06-23
16:04:37

 @cracbot CVE-2023-34465 (CVSS:9.9, CRITICAL) is Awaiting Analysis. XWiki Platform is a generic wiki
platform. Starting in ve… twitter.com/i/web/status/1…

2023-06-24
06:00:14
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