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Summary

CVE CVE-2023-34478

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-24 19:15:00 UTC

Updated 2023-09-15 14:15:00 UTC

Description Apache Shiro, before 1.12.0 or 2.0.0-alpha-3, may be susceptible to a path traversal attack that results in an authentication bypass when used together with APIs or other web frameworks that route requests based on non-normalized requests. 

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Shiro All All All All

Application Apache Shiro 2.0.0 alpha1 All All

Application Apache Shiro 2.0.0 alpha2 All All

References

Reference

CVE-2023-34478 Apache Shiro Vulnerability in NetApp Products | NetApp Product Security

lists.apache.org/thread/mbv26onkgw9o35rldh7vmq11wpv2t2qk

oss-security - CVE-2023-34478: Apache Shiro before 1.12.0, or 2.0.0-alpha-3, may be susceptible to a path traversal attack when used together with APIs or 

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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