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CVE CVE-2023-34552
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-01 18:15:00 UTC
Updated 2023-08-07 19:20:00 UTC
Description In certain EZVIZ products, two stack based buffer overflows in mulicast_parse_sadp_packet and mulicast_get_pack_type fi

/ |

1|

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Ezviz Cs-c6n-a0-1c2wfr-mul - All All All
Operating System Ezviz Cs-c6n-a0-1c2wfr-mul Firmware All All All All
Hardware Ezviz Cs-c6n-b0-1g2wf - All All All
Operating System Ezviz Cs-c6n-b0-1g2wf Firmware All All All All
Hardware Ezviz Cs-c6n-r101-1g2wf - All All All
Operating System Ezviz Cs-c6n-r101-1g2wf Firmware All All All All
Hardware Ezviz Cs-cv248-a0-32wmfr - All All All
Operating System Ezviz Cs-cv248-a0-32wmfr Firmware All All All All
Hardware Ezviz Cs-cv310-a0-1b2wfr - All All All
Operating System Ezviz Cs-cv310-a0-1b2wfr Firmware All All All All
Hardware Ezviz Cs-cv310-a0-1c2wfr - All All All
Hardware Ezviz Cs-cv310-a0-1c2wfr-c - All All All
Operating System Ezviz Cs-cv310-a0-1c2wfr-c Firmware All All All All
Operating System Ezviz Cs-cv310-a0-1c2wfr Firmware All All All All
Hardware Ezviz Cs-cv310-a0-3c2wfrl-1080p - All All All
Operating System Ezviz Cs-cv310-a0-3c2wfrl-1080p Firmware All All All All
Hardware Ezviz Lcic - All All All
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Operating System Ezviz Lcic Firmware All All All All

References

Reference Source Link Tags

EZVIZ - Creating Easy Smart Homes MISC www.ezviz.com

EZVIZ - Creating Easy Smart Homes MISC ezviz.com

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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