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Summary

CVE CVE-2023-34561

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-11 13:15:00 UTC

Updated 2023-07-18 18:22:00 UTC

Description A buffer overflow in the level parsing code of RobTop Games AB Geometry Dash v2.113 allows attackers to execute arbitrary code via entering a Geometry Dash level.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Robtopgames Geometry Dash 2.113 All All All

References

Reference Source Link Tags

GD Ace - Basic pointer exploiting - YouTube MISC www.youtube.com

GitHub - meltah/gd-rce: A remote code execution exploit for Geometry Dash 2.1 MISC github.com

Geometry Dash Arbitrary Code Execution Exploit - YouTube MISC www.youtube.com

Geometry Dash Arbitrary Code Execution - Proof of Concept Noclip - YouTube MISC www.youtube.com

Geometry Dash ACE exploit POC - YouTube MISC www.youtube.com

GD Ace - Pause the game when jump - YouTube MISC www.youtube.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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