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CVE CVE-2023-34758
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-28 12:15:00 UTC
Updated 2023-09-12 19:39:00 UTC
Description Sliver from v1.5.x to v1.5.39 has an improper cryptographic implementation, which allows attackers to execute a man-in-the
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Risk And Classification

Problem Types: CWE-327

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Bishopfox Silver All All All All
Application Bishopfox Sliver All All All All

References

Reference

Release v1.5.40 - BishopFox/sliver - GitHub

Silver vulnerable to MitM attack against implants due to a cryptography vulnerability - CVE-2023-34758 - GitHub Advisory Database - GitHub
CHT Security Blue Team Discovered a MitM Command Injection Vulnerability in an Open-Source Red-Team Penetration Testing Framework (
Page not found - GitHub - GitHub
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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