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Summary

CVE CVE-2023-34853

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-22 19:16:00 UTC

Updated 2023-08-29 14:22:00 UTC

Description Buffer Overflow vulnerability in Supermicro motherboard X12DPG-QR 1.4b allows local attackers to hijack control flow via manipulation of SmcSecurityEraseSetupVar variable.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Supermicro H11dsi - All All All

Hardware Supermicro H11dsi-nt - All All All

Operating System Supermicro H11dsi-nt Firmware - All All All

Operating System Supermicro H11dsi Firmware - All All All

Hardware Supermicro H11dst-b - All All All

Operating System Supermicro H11dst-b Firmware - All All All

Hardware Supermicro H11dsu-in - All All All

Operating System Supermicro H11dsu-in Firmware - All All All

Hardware Supermicro H12dgo-6 - All All All

Operating System Supermicro H12dgo-6 Firmware - All All All

Hardware Supermicro H12dgq-nt6 - All All All

Operating System Supermicro H12dgq-nt6 Firmware - All All All

Hardware Supermicro H12dsg-o-cpu - All All All

Operating System Supermicro H12dsg-o-cpu Firmware - All All All

Hardware Supermicro H12dsg-q-cpu6 - All All All

Operating System Supermicro H12dsg-q-cpu6 Firmware - All All All

Hardware Supermicro H12dsi-n6 - All All All
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Operating System Supermicro H12dsi-n6 Firmware - All All All

Hardware Supermicro H12dsi-nt6 - All All All

Operating System Supermicro H12dsi-nt6 Firmware - All All All

Hardware Supermicro H12dst-b - All All All

Operating System Supermicro H12dst-b Firmware - All All All

Hardware Supermicro H12dsu-in - All All All

Hardware Supermicro H12dsu-inr - All All All

Operating System Supermicro H12dsu-inr Firmware - All All All

Operating System Supermicro H12dsu-in Firmware - All All All

Hardware Supermicro H12ssff-an6 - All All All

Operating System Supermicro H12ssff-an6 Firmware - All All All

Hardware Supermicro H12ssfr-an6 - All All All

Operating System Supermicro H12ssfr-an6 Firmware - All All All

Hardware Supermicro H12ssg-an6 - All All All

Operating System Supermicro H12ssg-an6 Firmware - All All All

Hardware Supermicro H12ssg-anp6 - All All All

Operating System Supermicro H12ssg-anp6 Firmware - All All All

Hardware Supermicro H12ssl-c - All All All

Hardware Supermicro H12ssl-ct - All All All

Operating System Supermicro H12ssl-ct Firmware - All All All

Operating System Supermicro H12ssl-c Firmware - All All All

Hardware Supermicro H12ssl-i - All All All

Operating System Supermicro H12ssl-i Firmware - All All All

Hardware Supermicro H12ssl-nt - All All All

Operating System Supermicro H12ssl-nt Firmware - All All All

Hardware Supermicro H12sst-ps - All All All

Operating System Supermicro H12sst-ps Firmware - All All All

Hardware Supermicro H12ssw-an6 - All All All

Operating System Supermicro H12ssw-an6 Firmware - All All All

Hardware Supermicro H12ssw-in - All All All

Hardware Supermicro H12ssw-inl - All All All

Operating System Supermicro H12ssw-inl Firmware - All All All

Hardware Supermicro H12ssw-inr - All All All

Operating System Supermicro H12ssw-inr Firmware - All All All

Operating System Supermicro H12ssw-in Firmware - All All All
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Hardware Supermicro H12ssw-nt - All All All

Hardware Supermicro H12ssw-ntl - All All All

Operating System Supermicro H12ssw-ntl Firmware - All All All

Hardware Supermicro H12ssw-ntr - All All All

Operating System Supermicro H12ssw-ntr Firmware - All All All

Operating System Supermicro H12ssw-nt Firmware - All All All

Hardware Supermicro H13dsg-o-cpu - All All All

Hardware Supermicro H13dsg-o-cpu-d - All All All

Operating System Supermicro H13dsg-o-cpu-d Firmware - All All All

Operating System Supermicro H13dsg-o-cpu Firmware - All All All

Hardware Supermicro H13dsh - All All All

Operating System Supermicro H13dsh Firmware - All All All

Hardware Supermicro H13sae-mf - All All All

Operating System Supermicro H13sae-mf Firmware - All All All

Hardware Supermicro H13srd-f - All All All

Operating System Supermicro H13srd-f Firmware - All All All

Hardware Supermicro H13ssf - All All All

Operating System Supermicro H13ssf Firmware - All All All

Hardware Supermicro H13ssh - All All All

Operating System Supermicro H13ssh Firmware - All All All

Hardware Supermicro H13ssl-n - All All All

Hardware Supermicro H13ssl-nt - All All All

Operating System Supermicro H13ssl-nt Firmware - All All All

Operating System Supermicro H13ssl-n Firmware - All All All
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Operating System Supermicro X11ddw-l Firmware - All All All

Hardware Supermicro X11ddw-nt - All All All

Operating System Supermicro X11ddw-nt Firmware - All All All

Hardware Supermicro X11dgo-t - All All All
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