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CVE CVE-2023-34872
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-31 14:15:00 UTC
Updated 2023-12-06 03:15:00 UTC
Description A vulnerability in Outline.cc for Poppler prior to 23.06.0 allows a remote attacker to cause a Denial of Service (DoS) (crash)
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Freedesktop Poppler All All All All

References

Reference Source Link Tac
Outlineltem::open: Fix crash on malformed files (591235¢8) - Commits - poppler / poppler - GitLab  MISC gitlab.freedesktop.org
FEDORA-2023-6b20b7807a lists.fedoraproject.org
crash in pdftohtml (#1399) - Issues - poppler / poppler - GitLab MISC gitlab.freedesktop.org
FEDORA-2023-f0beOdaaa5 lists.fedoraproject.org
FEDORA-2023-4285cca9bf lists.fedoraproject.org
FEDORA-2023-4eff9e2cd6 lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org can
NVD vulnerability detail NVD nvd.nist.gov can
1

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199640 Ubuntu Security Notification for poppler Vulnerabilities (USN-6273-1)


https://cve.report/
https://cve.report/CVE-2023-34872/mitre
https://cve.report/CVE-2023-34872/nist
https://cve.report/CVE-2023-34872/cve_org
https://cve.report/CVE-2023-34872.pdf
http://cve.report/vendor/freedesktop
http://cve.report/software/freedesktop/poppler
https://gitlab.freedesktop.org/poppler/poppler/-/commit/591235c8b6c65a2eee88991b9ae73490fd9afdfe
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/JQ3NYJ43U2MA7COKGMJDARZUAAOP45D4/
https://gitlab.freedesktop.org/poppler/poppler/-/issues/1399
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/3XXL3L6RJOTLGCN7GLH2OLLNF4FJ4T7I/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/SFBT75QHBWNMSDAHSXZQ2I3PBJWID36K/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/W3H3GOWFE3C7543GMEN7LY4GWMWJ7D2G/
https://www.cve.org/CVERecord?id=CVE-2023-34872
https://nvd.nist.gov/vuln/detail/CVE-2023-34872
http://cve.report/qid/199640

284780 Fedora Security Update for mingw (FEDORA-2023-4eff9e2cd6)

284794 Fedora Security Update for poppler (FEDORA-2023-f0be0daaab)

284797 Fedora Security Update for poppler (FEDORA-2023-6b20b7807a)

285133 Fedora Security Update for mingw (FEDORA-2023-4285cca9bf)

296108 Oracle Solaris 11.4 Support Repository Update (SRU) 66.164.1 Missing (CPUJAN2024)
356382 Amazon Linux Security Advisory for poppler : ALAS2023-2023-371

755205 SUSE Enterprise Linux Security Update for poppler (SUSE-SU-2023:4291-1)

755219 SUSE Enterprise Linux Security Update for poppler (SUSE-SU-2023:4363-1)
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