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Summary

CVE CVE-2023-35088

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-25 08:15:00 UTC

Updated 2023-08-02 03:53:00 UTC

Description Improper Neutralization of Special Elements Used in an SQL Command ('SQL Injection') vulnerability in Apache Software Foundation Apache InLong.This issue affects Apache InLong: from 1.4.0 through 1.7.0.  In the toAuditCkSql method, the groupId, streamId, auditId, and dt are directly concatenated into the SQL query statement, which may lead to SQL injection attacks. Users are advised to upgrade to Apache InLong's 1.8.0 or cherry-pick [1] to solve it. 

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Inlong All All All All

References

Reference Source Link Tags

lists.apache.org/thread/os7b66x4n8dbtrdpb7c6x37bb1vjb0tk MISC lists.apache.org

oss-security - CVE-2023-35088: Apache InLong: SQL injection in audit endpoint MISC www.openwall.com

SecLists.Org Security Mailing List Archive MISC seclists.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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