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Summary

CVE CVE-2023-35116

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-14 14:15:00 UTC

Updated 2023-12-07 12:13:00 UTC

Description ** DISPUTED ** jackson-databind through 2.15.2 allows attackers to cause a denial of service or other unspecified impact via a crafted object that uses cyclic dependencies. NOTE: the vendor's perspective is that this is not a valid vulnerability report, because the steps of constructing a cyclic data structure and trying to serialize it cannot be achieved by an external attacker.

Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fasterxml Jackson-databind All All All All

Application Fasterxml Jackson-databind All All All All

References

Reference Source

Stack overflow error caused by serialization of Map or List with self references · Issue #3972 · FasterXML/jackson-databind · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

150735 Oracle WebLogic Server Multiple Vulnerabilities (CPU - OCT2023)

20366 Oracle Database 19c Critical Patch Update - October 2023

20367 Oracle Database 21c Critical Patch Update - October 2023

20368 Oracle Database 19c Critical OJVM Patch Update - October 2023
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355623 Amazon Linux Security Advisory for jackson-core : ALAS2023-2023-248

87548 Oracle WebLogic Server Multiple Vulnerabilities (CPUOCT2023)
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