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CVE CVE-2023-35131
State PUBLIC
Assigner patrick@puiterwijk.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-22 21:15:00 UTC
Updated 2023-11-07 04:15:00 UTC
Description Content on the groups page required additional sanitizing to prevent an XSS risk. This flaw affects Moodle versions 4.2, 4.1

/ |

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Moodle Moodle All All All All

Application Moodle Moodle 4.2.0 All All All

Reference Source Link Tags
[SECURITY] Fedora 38 Update: moodle-4.1.4-1.fc38 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 37 Update: moodle-4.1.4-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
Moodle.org: MSA-23-0016: XSS risk on groups page MISC moodle.org
[SECURITY] Fedora 37 Update: moodle-4.1.4-1.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 38 Update: moodle-4.1.4-1.fc38 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org cano
NVD vulnerability detail NVD nvd.nist.gov cano
/| N

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

284115 Fedora Security Update for moodle (FEDORA-2023-3ca351353f)


https://cve.report/
https://cve.report/CVE-2023-35131/mitre
https://cve.report/CVE-2023-35131/nist
https://cve.report/CVE-2023-35131/cve_org
https://cve.report/api/cve/CVE-2023-35131.json
https://cve.report/CVE-2023-35131.pdf
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http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/7A72KX4WU6GK2CX4TKYFGFASPKOEOJFC/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/I5QAEAGJ44NVXLAJFJXKARKC45OGEDXT/
https://moodle.org/mod/forum/discuss.php?d=447829
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/I5QAEAGJ44NVXLAJFJXKARKC45OGEDXT/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/7A72KX4WU6GK2CX4TKYFGFASPKOEOJFC/
https://www.cve.org/CVERecord?id=CVE-2023-35131
https://nvd.nist.gov/vuln/detail/CVE-2023-35131
http://cve.report/qid/284115

284116 Fedora Security Update for moodle (FEDORA-2023-ce24b63b36)
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