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Summary

CVE CVE-2023-35140

State PUBLIC

Assigner security@zyxel.com.tw

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-07 05:15:00 UTC

Updated 2023-11-14 18:27:00 UTC

Description The improper privilege management vulnerability in the Zyxel GS1900-24EP switch firmware version V2.70(ABTO.5) could allow an authenticated local user with read-only access to modify system settings on a vulnerable device.

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Zyxel Gs1900-10hp - All All All

Operating System Zyxel Gs1900-10hp Firmware All All All All

Hardware Zyxel Gs1900-16 - All All All

Operating System Zyxel Gs1900-16 Firmware All All All All

Hardware Zyxel Gs1900-24 - All All All

Hardware Zyxel Gs1900-24e - All All All

Hardware Zyxel Gs1900-24ep - All All All

Operating System Zyxel Gs1900-24ep Firmware All All All All

Operating System Zyxel Gs1900-24e Firmware All All All All

Hardware Zyxel Gs1900-24hpv2 - All All All

Operating System Zyxel Gs1900-24hpv2 Firmware All All All All

Operating System Zyxel Gs1900-24 Firmware All All All All

Hardware Zyxel Gs1900-48 - All All All

Hardware Zyxel Gs1900-48hpv2 - All All All

Operating System Zyxel Gs1900-48hpv2 Firmware All All All All

Operating System Zyxel Gs1900-48 Firmware All All All All

Hardware Zyxel Gs1900-8 - All All All

Hardware Zyxel Gs1900-8hp - All All All

Operating System Zyxel Gs1900-8hp Firmware All All All All

Operating System Zyxel Gs1900-8 Firmware All All All All
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Zyxel security advisory for improper privilege management vulnerability in GS1900 series switches | Zyxel Networks www.zyxel.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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