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CVE-2023-35151 - advisory for GHSA-899c-c9cm-9¢56

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

avssanvnncurnumnsuesnan — Gertain versions of Xwiki from Xwiki contain the following vulnerability:

XWiki Platform is a generic wiki platform. Starting in version 7.3-
milestone-1 and prior to versions 14.4.8, 14.10.6, and 15.1, ny user
can call a REST endpoint and obtain the obfuscated passwords, even
when the mail obfuscation is activated. The issue has been patched in
XWiki 14.4.8, 14.10.6, and 15.1. There is no known workaround.

CVE-2023-35151 has been assigned by [@] security-advisories@github.com to track the vulnerability - currently rated as m severity.
Affected Vendor/Software: [@] xwiki - xwiki-platform version = >= 7.3-milestone-1, < 14.4.8
Affected Vendor/Software: [@] xwiki - xwiki-platform version = >= 14.5, < 14.10.6

Affected Vendor/Software: [@] xwiki - xwiki-platform version = >= 15.0-rc-1, < 15.1

| CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ HIGH | [ NONE | [ NONE |
CVE References

Description Tags Link
XWIKI-16138: Improved REST properties cleanup - MISC github.com/xwiki/xwiki-
xwiki/xwiki-platform@824cd74 - GitHub platform/commit/824cd742ecf5439971247da11bfe7e0ad2b10ede
Loading... €© MISC jira.xwiki.org/browse/XWIKI-16138
Email addresses are shown in clear in REST results - MISC github.com/xwiki/xwiki-
Advisory - xwiki/xwiki-platform - GitHub platform/security/advisories/GHSA-8g9c-c9cm-9¢56
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would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type

Application
Application
Application

Application

Vendor Product
Xwiki Xwiki
Xwiki Xwiki
Xwiki Xwiki
Xwiki Xwiki
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No vendor comments have been submitted for this CVE
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.
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