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Summary

CVE CVE-2023-35167

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-23 20:15:00 UTC

Updated 2023-07-05 16:17:00 UTC

Description Remult is a CRUD framework for full-stack TypeScript. If you used the apiPrefilter option of the `@Entity` decorator, by setting it to a function that returns a filter that prevents unauthorized access to data, an attacker who knows the `id` of an entity instance is not authorized to access, can gain read, update and delete access to it. The issue is fixed in version 0.20.6. As a workaround, set the `apiPrefilter` option to a filter object instead of a function.

Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Remult Remult All All All All

References

Reference

fixed api prefilter · remult/remult@6892ae9 · GitHub

Release v0.20.6 · remult/remult · GitHub

When setting EntityOptions.apiPrefilter to a function, the filter is not applied to API requests for a resource by Id · Advisory · remult/remult · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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