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Summary

CVE CVE-2023-35174

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-22 14:15:00 UTC

Updated 2023-06-29 20:20:00 UTC

Description Livebook is a web application for writing interactive and collaborative code notebooks. On Windows, it is possible to open a `livebook://` link from a browser which opens Livebook Desktop and triggers arbitrary code execution on victim's machine. Any user using Livebook Desktop on Windows is potentially vulnerable to arbitrary code execution when they expect Livebook to be opened from browser. This vulnerability has been fixed in version 0.8.2 and 0.9.3.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Livebook Livebook All All All All

Operating System Microsoft Windows - All All All

References

Reference

Livebook Desktop's protocol handler can be exploited to execute arbitrary command on Windows · Advisory · livebook-dev/livebook · GitHub

Release v0.8.2 · livebook-dev/livebook · GitHub

Release v0.9.3 · livebook-dev/livebook · GitHub

Merge pull request from GHSA-564w-97r7-c6p9 · livebook-dev/livebook@beb10da · GitHub

Merge pull request from GHSA-564w-97r7-c6p9 · livebook-dev/livebook@2e11b59 · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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