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Summary

CVE CVE-2023-3569

State PUBLIC

Assigner info@cert.vde.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-08 07:15:00 UTC

Updated 2023-08-14 19:15:00 UTC

Description In PHOENIX CONTACTs TC ROUTER and TC CLOUD CLIENT in versions prior to 2.07.2 as well as CLOUD CLIENT 1101T-TX/TX prior to 2.06.10 an authenticated remote attacker with admin privileges could upload a crafted XML file which causes a denial-of-service.

Risk And Classification

Problem Types: CWE-776

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Phoenixcontact Cloud Client 1101t-tx - All All All

Operating System Phoenixcontact Cloud Client 1101t-tx Firmware All All All All

Hardware Phoenixcontact Tc Cloud Client 1002-4g - All All All

Hardware Phoenixcontact Tc Cloud Client 1002-4g Att - All All All

Operating System Phoenixcontact Tc Cloud Client 1002-4g Att Firmware All All All All

Operating System Phoenixcontact Tc Cloud Client 1002-4g Firmware All All All All

Hardware Phoenixcontact Tc Cloud Client 1002-4g Vzw - All All All

Operating System Phoenixcontact Tc Cloud Client 1002-4g Vzw Firmware All All All All

Hardware Phoenixcontact Tc Router 3002t-4g - All All All

Hardware Phoenixcontact Tc Router 3002t-4g Att - All All All

Operating System Phoenixcontact Tc Router 3002t-4g Att Firmware All All All All

Operating System Phoenixcontact Tc Router 3002t-4g Firmware All All All All

Hardware Phoenixcontact Tc Router 3002t-4g Vzw - All All All

Operating System Phoenixcontact Tc Router 3002t-4g Vzw Firmware All All All All
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Full Disclosure: St. Poelten UAS | Multiple Vulnerabilities in Phoenix Contact TC Cloud Client / TC Router / Cloud Client MISC seclists.org

VDE-2023-017 | CERT@VDE MISC cert.vde.com

Phoenix Contact TC Cloud / TC Router 2.x XSS / Memory Consumption ≈ Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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