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A memory leak flaw was found in Libtiff's tiffcrop utility. This issue occurs when tiffcrop operates on a TIFF image file, allowi

Risk And Classification

1|

Problem Types: CWE-401

NVD Known Affected Configurations (CPE 2.3)

Type
Operating System
Application

Operating System

Operating System

References

Reference

Vendor Product Version

Fedoraproject Fedora -

Libtiff Libtiff All

Redhat Enterprise Linux 8.0

Redhat Enterprise Linux 9.0
Source

2219340 — (CVE-2023-3576) CVE-2023-3576 libtiff: memory leak in tiffcrop.c MISC

Red Hat

cve-details MISC
lists.debian.org/debian-Its-announce/2024/03/msg00011.html

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

Update Edition Language
All All All
All All All
All All All
All All All
Link Tags

bugzilla.redhat.com
access.redhat.com
access.redhat.com
lists.debian.org

WWWw.Cve.org canonical

nvd.nist.gov canonical, analysis



https://cve.report/
https://cve.report/CVE-2023-3576/mitre
https://cve.report/CVE-2023-3576/nist
https://cve.report/CVE-2023-3576/cve_org
https://cve.report/CVE-2023-3576.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/libtiff
http://cve.report/software/libtiff/libtiff
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
https://bugzilla.redhat.com/show_bug.cgi?id=2219340
https://access.redhat.com/errata/RHSA-2023:6575
https://access.redhat.com/security/cve/CVE-2023-3576
https://lists.debian.org/debian-lts-announce/2024/03/msg00011.html
https://www.cve.org/CVERecord?id=CVE-2023-3576
https://nvd.nist.gov/vuln/detail/CVE-2023-3576

161060 Oracle Enterprise Linux Security Update for libtiff (ELSA-2023-6575)

199947 Ubuntu Security Notification for LibTIFF Vulnerabilities (USN-6512-1)

242305 Red Hat Update for libtiff (RHSA-2023:6575)

355678 Amazon Linux Security Advisory for libtiff : ALAS-2023-1788

355684 Amazon Linux Security Advisory for compat-libtiff3 : ALAS2-2023-2157

355690 Amazon Linux Security Advisory for libtiff : ALAS2-2023-2158

355753 Amazon Linux Security Advisory for libtiff : ALAS2023-2023-265

6000353 Debian Security Update for tiff (DSA 5567-1)

6000519 Debian Security Update for tiff (DLA 3758-1)

673434 EulerOS Security Update for libtiff (EulerOS-SA-2023-2861)

673527 EulerOS Security Update for libtiff (EulerOS-SA-2023-2881)

673689 EulerOS Security Update for libtiff (EulerOS-SA-2023-2789)

673722 EulerOS Security Update for libtiff (EulerOS-SA-2023-2900)

673805 EulerOS Security Update for libtiff (EulerOS-SA-2023-3135)

673907 EulerOS Security Update for libtiff (EulerOS-SA-2023-2813)

673960 EulerOS Security Update for libtiff (EulerOS-SA-2023-2844)

755233 SUSE Enterprise Linux Security Update for tiff (SUSE-SU-2023:4371-1)

755234 SUSE Enterprise Linux Security Update for tiff (SUSE-SU-2023:4370-1)

941373 AlmaLinux Security Update for libtiff (ALSA-2023:6575)
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