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CVE CVE-2023-35803

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-04 22:15:00 UTC

Updated 2023-10-10 20:04:00 UTC

Description 1Q Engine before 10.6r2 on Extreme Network AP devices has a Buffer Overflow.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Extremenetworks Ap1130 - All All All
Hardware Extremenetworks Ap122 - All All All
Hardware Extremenetworks Ap130 - All All All
Hardware Extremenetworks Ap150w - All All All
Hardware Extremenetworks Ap250 - All All All
Hardware Extremenetworks Ap30 - All All All
Hardware Extremenetworks Ap3000 - All All All
Hardware Extremenetworks Ap3000x - All All All
Hardware Extremenetworks Ap302w - All All All
Hardware Extremenetworks Ap305¢c - All All All
Hardware Extremenetworks Ap305c-1 - All All All
Hardware Extremenetworks Ap305cx - All All All
Hardware Extremenetworks Ap4000 - All All All
Hardware Extremenetworks Ap4000-1 - All All All
Hardware Extremenetworks Ap410c - All All All
Hardware Extremenetworks Ap410c-1 - All All All
Hardware Extremenetworks Ap460c - All All All
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Hardware Extremenetworks Ap460s12c - All All All

Hardware Extremenetworks Ap460s6c - All All All

Hardware Extremenetworks Ap5010 - All All All

Hardware Extremenetworks Ap5050d - All All All

Hardware Extremenetworks Ap5050u - All All All

Hardware Extremenetworks Ap510c - All All All

Hardware Extremenetworks Ap510cx - All All All

Hardware Extremenetworks Ap550 - All All All

Hardware Extremenetworks Ap630 - All All All

Hardware Extremenetworks Ap650 - All All All

Hardware Extremenetworks Ap650x - All All All

Operating System Extremenetworks lg Engine All All All All

Reference Source Link Tags
SA-2023-067 - IQ Engine acsd service buffer overfl... - Extreme Networks - 96472 MISC community.extremenetworks.com

CVE Program record CVE.ORG www.cve.org canonic
NVD vulnerability detail NVD nvd.nist.gov canonic
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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