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An issue was discovered in the Linux kernel before 6.3.2. A use-after-free was found in cedrus_remove in drivers/staging/m
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Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All
Hardware Netapp H300s - All All All
Hardware Netapp H410c - All All All
Hardware Netapp H410s - All All All
Hardware Netapp H500s - All All All
Hardware Netapp H700s - All All All
References |
Reference Source Link Tags
[PATCH] media: cedrus: fix use after free bug in cedrus_remove due to race condition MISC lore.kernel.org
kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org
cdn.kernel.org/pub/linux/kernel/v6.x/ChangelLog-6.3.2 MISC cdn.kernel.org
[GIT PULL FOR v6.4] Various codec fixes and enhancements - Hans Verkuil MISC lore.kernel.org

June 2023 Linux Kernel Vulnerabilities in NetApp Products | NetApp Product Security  CONFIRM  security.netapp.com
[GIT PULL FOR v6.4] Various codec fixes and enhancements - Hans Verkuil lore.kernel.org
[PATCH] media: cedrus: fix use after free bug in cedrus_remove due to race condition lore.kernel.org
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199652 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6283-1)
907139 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (27265-1)

907196 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (27243-1)
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