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Summary

CVE CVE-2023-35829

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-18 22:15:00 UTC

Updated 2023-11-07 04:16:00 UTC

Description An issue was discovered in the Linux kernel before 6.3.2. A use-after-free was found in rkvdec_remove in drivers/staging/media/rkvdec/rkvdec.c.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

References

Reference Source Link Tags

kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org

[PATCH] media: rkvdec: fix use after free bug in rkvdec_remove lore.kernel.org

cdn.kernel.org/pub/linux/kernel/v6.x/ChangeLog-6.3.2 MISC cdn.kernel.org

[GIT PULL FOR v6.4] Various codec fixes and enhancements - Hans Verkuil MISC lore.kernel.org

June 2023 Linux Kernel Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

[GIT PULL FOR v6.4] Various codec fixes and enhancements - Hans Verkuil lore.kernel.org

[PATCH] media: rkvdec: fix use after free bug in rkvdec_remove MISC lore.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2023-35829/mitre
https://cve.report/CVE-2023-35829/nist
https://cve.report/CVE-2023-35829/cve_org
https://cve.report/CVE-2023-35829.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=3228cec23b8b29215e18090c6ba635840190993d
https://lore.kernel.org/lkml/20230307173900.1299387-1-zyytlz.wz%2540163.com/T/
https://cdn.kernel.org/pub/linux/kernel/v6.x/ChangeLog-6.3.2
https://lore.kernel.org/all/a4dafa22-3ee3-dbe1-fd50-fee07883ce1a@xs4all.nl/
https://security.netapp.com/advisory/ntap-20230803-0002/
https://lore.kernel.org/all/a4dafa22-3ee3-dbe1-fd50-fee07883ce1a%2540xs4all.nl/
https://lore.kernel.org/lkml/20230307173900.1299387-1-zyytlz.wz@163.com/T/
https://www.cve.org/CVERecord?id=CVE-2023-35829
https://nvd.nist.gov/vuln/detail/CVE-2023-35829
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CVE.report and Source URL Uptime Status status.cve.report

199652 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6283-1)

199670 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6300-1)

378892 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2023:0114)

379043 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX3-SA-2023:0136)

907056 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (27224-1)

907158 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (27246-1)
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