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Summary

CVE CVE-2023-35830

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-29 16:15:00 UTC

Updated 2023-07-11 19:25:00 UTC

Description STW (aka Sensor-Technik Wiedemann) TCG-4 Connectivity Module DeploymentPackage_v3.03r0-Impala and DeploymentPackage_v3.04r2-Jellyfish and TCG-4lite Connectivity Module DeploymentPackage_v3.04r2-Jellyfish allow an attacker to gain full remote access with root privileges without the need for authentication, giving an attacker arbitrary remote code execution over LTE / 4G network via SMS.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Stw-mobile-machines Tcg-4 - All All All

Hardware Stw-mobile-machines Tcg-4lite - All All All

Operating System Stw-mobile-machines Tcg-4lite Firmware 3.04r2 All All All

Operating System Stw-mobile-machines Tcg-4 Firmware 3.01r1 All All All

Operating System Stw-mobile-machines Tcg-4 Firmware 3.02r0 All All All

Operating System Stw-mobile-machines Tcg-4 Firmware 3.03r0 All All All

Operating System Stw-mobile-machines Tcg-4 Firmware 3.04r2 All All All

References

Reference Source Link

PSIRT | STW MISC www.stw-mobile-machines.com

www.stw-mobile-machines.com/fileadmin/user_upload/content/STW/PSIRT/STW-IR-23-001.pdf MISC www.stw-mobile-machines.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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