
CVE-2023-35852
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2023-35852

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-19 04:15:00 UTC

Updated 2023-06-28 18:44:00 UTC

Description In Suricata before 6.0.13 (when there is an adversary who controls an external source of rules), a dataset filename, that comes from a rule, may trigger absolute or relative directory traversal, and lead to write access to a local filesystem. This is addressed in 6.0.13 by requiring allow-absolute-filenames and allow-write (in the datasets rules configuration section) if an installation requires traversal/writing in this situation.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oisf Suricata All All All All

References

Reference Source Link

datasets: don't allow absolute or paths with directory traversal · OISF/suricata@aee1523 · GitHub MISC github.com

datasets: flag to disable "write" actions · OISF/suricata@735f5aa · GitHub MISC github.com

Stamus Labs | Stamus Networks MISC www.stamus-networks.com

Comparing suricata-6.0.12...suricata-6.0.13 · OISF/suricata · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

503433 Alpine Linux Security Update for suricata
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