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Summary

CVE CVE-2023-35854

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-20 12:15:00 UTC

Updated 2023-11-07 04:16:00 UTC

Description ** DISPUTED ** Zoho ManageEngine ADSelfService Plus through 6113 has an authentication bypass that can be exploited to steal the domain controller session token for identity spoofing, thereby achieving the privileges of the domain controller administrator. NOTE: the vendor's perspective is that they have "found no evidence or detail of a security vulnerability."

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Adselfservice Plus All All All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 - All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6100 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6101 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6102 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6103 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6104 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6105 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6106 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6107 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6108 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6109 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6110 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6111 All All

Application Zohocorp Manageengine Adselfservice Plus 6.1 6112 All All
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Reference Source Link Tags

ManageEngine - IT Operations and Service Management Software MISC www.manageengine.com

GitHub - 970198175/Simply-use: A simple vulnerability library MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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