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Summary

CVE CVE-2023-35866

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-19 06:15:00 UTC

Updated 2023-11-07 04:16:00 UTC

Description ** DISPUTED ** In KeePassXC through 2.7.5, a local attacker can make changes to the Database security settings, including master password and second-factor authentication, within an authenticated KeePassXC Database session, without the need to authenticate these changes by entering the password and/or second-factor authentication to confirm changes. NOTE: the vendor's position is "asking the user for their password prior to making any changes to the database settings adds no additional protection against a local attacker."

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Keepassxc Keepassxc All All All All

References

Reference Source Link Tags

Password for export and change password · Issue #9339 · keepassxreboot/keepassxc · GitHub MISC github.com

Documentation and FAQ – KeePassXC MISC keepassxc.org

KeePassXC Vulnerability CVE-2023–35866 | by CyberCitizen | Jun, 2023 | Medium MISC medium.com

KeePassXC Vulnerability CVE-2023–35866 | by CyberCitizen | Medium medium.com

Insecure Two-Factor-Authentication settings modification · Issue #9391 · keepassxreboot/keepassxc · GitHub MISC github.com

Password for export and change password · Issue #9339 · keepassxreboot/keepassxc · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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