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Summary

CVE CVE-2023-35934

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-06 20:15:00 UTC

Updated 2023-08-25 03:15:00 UTC

Description yt-dlp is a command-line program to download videos from video sites. During file downloads, yt-dlp or the external downloaders that yt-dlp employs may leak cookies on HTTP redirects to a different host, or leak them when the host for download fragments differs from their parent manifest's host. This vulnerable behavior is present in yt-dlp prior to 2023.07.06 and nightly 2023.07.06.185519. All native and external downloaders are affected, except for `curl` and `httpie` (version 3.1.0 or later). 

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 37 All All All

Operating System Fedoraproject Fedora 38 All All All

Application Youtube-dlc Project Youtube-dlc All All All All

Application Yt-dl Youtube-dl All All All All

Application Yt-dlp Project Yt-dlp All All All All

Application Yt-dlp Project Yt-dlp All All All All

References

Reference Source

[fd/external] Scope cookies · yt-dlp/yt-dlp@1ceb657 · GitHub MISC

[core] Prevent `Cookie` leaks on HTTP redirect · yt-dlp/yt-dlp@f8b4bcc · GitHub MISC

[SECURITY] Fedora 37 Update: youtube-dl-2023.07.30.git2efc8de-1.20230815git2efc8de.fc37 - package-announce - Fedora Mailing-Lists MISC

[core] Change how `Cookie` headers are handled · yt-dlp/yt-dlp@3121512 · GitHub MISC

File Downloader cookie leak in yt-dlp · Advisory · yt-dlp/yt-dlp · GitHub MISC

Release yt-dlp 2023.07.06 · yt-dlp/yt-dlp · GitHub MISC

[SECURITY] Fedora 38 Update: yt-dlp-2023.07.06-1.fc38 - package-announce - Fedora Mailing-Lists MISC

Release yt-dlp nightly 2023.07.06.185519 · yt-dlp/yt-dlp-nightly-builds · GitHub MISC
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[SECURITY] Fedora 38 Update: youtube-dl-2023.08.04.git86e3cf5-1.20230815git86e3cf5.fc38 - package-announce - Fedora Mailing-Lists MISC

[SECURITY] Fedora 37 Update: yt-dlp-2023.07.06-1.fc37 - package-announce - Fedora Mailing-Lists MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

284305 Fedora Security Update for yt (FEDORA-2023-9f3938e10d)

284311 Fedora Security Update for yt (FEDORA-2023-79e2b35ba6)

506283 Alpine Linux Security Update for yt-dlp
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