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CVE CVE-2023-35945
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-13 21:15:00 UTC
Updated 2023-10-24 17:26:00 UTC
Description Envoy is a cloud-native high-performance edge/middle/service proxy. Envoy’s HTTP/2 codec may leak a header map and t
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Risk And Classification

Problem Types: CWE-459

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Envoyproxy Envoy All All All All

Application Nghttp2 Nghttp2 All All All All

Reference Source Link Tags
github.com/nghttp2/nghttp2/blob/e7f59406556c80904b81b593d38508591bb7523a... MISC github.com

HTTP/2 memory leak in nghttp2 codec - Advisory - envoyproxy/envoy - GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov  canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

355759 Amazon Linux Security Advisory for nghttp2 : ALAS-2023-1793
355779 Amazon Linux Security Advisory for nghttp2 : ALAS2-2023-2180

355802 Amazon Linux Security Advisory for nodejs : ALAS2023-2023-290

355811 Amazon | intix Seciiritv Advisorv for nahttn? - Al AS2023-2023-278


https://cve.report/
https://cve.report/CVE-2023-35945/mitre
https://cve.report/CVE-2023-35945/nist
https://cve.report/CVE-2023-35945/cve_org
https://cve.report/CVE-2023-35945.pdf
http://cve.report/vendor/envoyproxy
http://cve.report/software/envoyproxy/envoy
http://cve.report/vendor/nghttp2
http://cve.report/software/nghttp2/nghttp2
https://github.com/nghttp2/nghttp2/blob/e7f59406556c80904b81b593d38508591bb7523a/lib/nghttp2_session.c#L3346
https://github.com/envoyproxy/envoy/security/advisories/GHSA-jfxv-29pc-x22r
https://www.cve.org/CVERecord?id=CVE-2023-35945
https://nvd.nist.gov/vuln/detail/CVE-2023-35945
http://cve.report/qid/355759
http://cve.report/qid/355779
http://cve.report/qid/355802
http://cve.report/qid/355811
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355870 Amazon Linux Security Advisory for ecs-service-connect-agent : ALAS2023-2023-300

503044 Alpine Linux Security Update for nghttp2

503048 Alpine Linux Security Update for nghttp2

503051 Alpine Linux Security Update for nghttp2

673636 EulerOS Security Update for nghttp2 (EulerOS-SA-2023-3346)

673794 EulerOS Security Update for nghttp2 (EulerOS-SA-2023-3224)

673870 EulerOS Security Update for nghttp2 (EulerOS-SA-2023-3038)

673906 EulerOS Security Update for nghttp2 (EulerOS-SA-2023-3189)

673934 EulerOS Security Update for nghttp2 (EulerOS-SA-2023-3015)

674095 EulerOS Security Update for nghttp2 (EulerOS-SA-2023-3314)

754949 SUSE Enterprise Linux Security Update for nghttp2 (SUSE-SU-2023:3842-1)

755049 SUSE Enterprise Linux Security Update for nghttp2 (SUSE-SU-2023:3997-1)

755101 SUSE Enterprise Linux Security Update for nghttp2 (SUSE-SU-2023:4102-1)

907095 Common Base Linux Mariner (CBL-Mariner) Security Update for nghttp2 (27682-1)

907279 Common Base Linux Mariner (CBL-Mariner) Security Update for cmake (27667-1)

907304 Common Base Linux Mariner (CBL-Mariner) Security Update for nodejs18 (27683-1)

907330 Common Base Linux Mariner (CBL-Mariner) Security Update for nodejs (27650-1)
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