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Summary

CVE CVE-2023-35946

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-30 21:15:00 UTC

Updated 2023-07-31 19:15:00 UTC

Description Gradle is a build tool with a focus on build automation and support for multi-language development. When Gradle writes a dependency into its dependency cache, it uses the dependency's coordinates to compute a file location. With specially crafted dependency coordinates, Gradle can be made to write files into an unintended location. The file may be written outside the dependency cache or over another file in the dependency cache. This vulnerability could be used to poison the dependency cache or overwrite important files elsewhere on the filesystem where the Gradle process has write permissions. Exploiting this vulnerability requires an attacker to have control over a dependency repository used by the Gradle build or have the ability to modify the build's configuration. It is unlikely that this would go unnoticed. A fix has been released in Gradle 7.6.2 and 8.2 to protect against this vulnerability. Gradle will refuse to cache dependencies that have path traversal elements in their dependency coordinates. It is recommended that users upgrade to a patched version. If you are unable to upgrade to Gradle 7.6.2 or 8.2, `dependency verification` will make this vulnerability more difficult to exploit.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gradle Gradle All All All All

References

Reference Source Link Tags

Dependency cache path traversal · Advisory · gradle/gradle · GitHub MISC github.com

Verifying dependencies MISC docs.gradle.org

CVE-2023-35946 Gradle Vulnerability in NetApp Products | NetApp Product Security MISC security.netapp.com

Fix dependency cache path traversal vulnerability · gradle/gradle@859eae2 · GitHub MISC github.com

Merge pull request from GHSA-2h6c-rv6q-494v · gradle/gradle@b07e528 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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