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Summary

CVE CVE-2023-36266

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-12 16:15:00 UTC

Updated 2023-11-07 04:16:00 UTC

Description ** DISPUTED ** An issue was discovered in Keeper Password Manager for Desktop version 16.10.2, and the KeeperFill Browser Extensions version 16.5.4, allows local attackers to gain sensitive information via plaintext password storage in memory after the user is already logged in, and may persist after logout. NOTE: the vendor disputes this for two reasons: the information is inherently available during a logged-in session when the attacker can read from arbitrary memory locations, and information only remains available after logout because of memory-management limitations of web browsers (not because the Keeper technology itself is retaining the information).

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Keepersecurity Keeper 16.10.2 All All All

Application Keepersecurity Keeperfill 16.5.4 All All All

References

Reference Source Link Tags

Keeper Security - Dumping Cleartext Passwords MISC harkenzo.tlstickle.com

Keeper Security Desktop 16.10.2 / Browser Extension 16.5.4 Password Dumper ≈ Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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