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Summary

CVE CVE-2023-36327

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-01 16:15:00 UTC

Updated 2023-09-06 00:05:00 UTC

Description Integer Overflow vulnerability in RELIC before commit 421f2e91cf2ba42473d4d54daf24e295679e290e, allows attackers to execute arbitrary code and cause a denial of service in pos argument in bn_get_prime function.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Relic Project Relic All All All All

References

Reference Source Link

Remove dangerous API for returning small primes from an internal table. · relic-toolkit/relic@421f2e9 · GitHub MISC github.com

Reporting some `bn` bugs MISC groups.google.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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