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Summary

CVE CVE-2023-3635

State PUBLIC

Assigner security@jfrog.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-12 19:15:00 UTC

Updated 2023-10-25 15:17:00 UTC

Description GzipSource does not handle an exception that might be raised when parsing a malformed gzip buffer. This may lead to denial of service of the Okio client when handling a crafted GZIP archive, by using the GzipSource class.

Risk And Classification

Problem Types: CWE-681

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Squareup Okio All All All All

References

Reference Source Link Tags

Fix a bug where xlen larger than 0x7fff was rejected (#1280) · square/okio@81bce1a · GitHub MISC github.com

Okio GzipSource unhandled exception Denial of Service | XRAY-523195 - JFrog Security Research MISC research.jfrog.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

378973 IBM Integration Bus Denial of Service (DoS) Vulnerability (7056456,7056518)

378993 IBM Integration Bus Toolkit denial of service Vulnerability (7056518)

378994 IBM App Connect Enterprise Toolkit Denial of Service (DoS) Vulnerability (7056518)

731084 Atlassian Confluence Data Center and Server Denial of Service (DoS) Vulnerability (CONFSERVER-93623)
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