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Summary

CVE CVE-2023-36387

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-06 13:15:00 UTC

Updated 2023-10-19 18:47:00 UTC

Description An improper default REST API permission for Gamma users in Apache Superset up to and including 2.1.0 allows for an authenticated Gamma user to test database connections.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Superset All All All All

References

Reference Source Link Tags

fix: db validate parameters permission by dpgaspar · Pull Request #24185 · apache/superset · GitHub MISC github.com

lists.apache.org/thread/tt6s6hm8nv6s11z8bfsk3r3d9ov0ogw3 MISC lists.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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