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Risk And Classification

A vulnerability has been identified in RUGGEDCOM ROX MX5000 (All versions < V2.16.0), RUGGEDCOM ROX MX5000F
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Problem Types: CWE-79
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Type

Hardware
Hardware
Operating System
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System

Hardware

Vendor

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Siemens

Product

Ruggedcom Rox Mx5000
Ruggedcom Rox Mx5000re
Ruggedcom Rox Mx5000re Firmware
Ruggedcom Rox Mx5000 Firmware
Ruggedcom Rox Rx1400
Ruggedcom Rox Rx1400 Firmware
Ruggedcom Rox Rx1500
Ruggedcom Rox Rx1500 Firmware
Ruggedcom Rox Rx1501
Ruggedcom Rox Rx1501 Firmware
Ruggedcom Rox Rx1510
Ruggedcom Rox Rx1510 Firmware
Ruggedcom Rox Rx1511
Ruggedcom Rox Rx1511 Firmware
Ruggedcom Rox Rx1512
Ruggedcom Rox Rx1512 Firmware

Ruggedcom Rox Rx1524

Version

All

All

All

All

All

All

All

All

Update

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2023-36389/mitre
https://cve.report/CVE-2023-36389/nist
https://cve.report/CVE-2023-36389/cve_org
https://cve.report/CVE-2023-36389.pdf
http://cve.report/vendor/siemens
http://cve.report/software/siemens/ruggedcom_rox_mx5000
http://cve.report/vendor/siemens
http://cve.report/software/siemens/ruggedcom_rox_mx5000re
http://cve.report/vendor/siemens
http://cve.report/software/siemens/ruggedcom_rox_mx5000re_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/ruggedcom_rox_mx5000_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/ruggedcom_rox_rx1400
http://cve.report/vendor/siemens
http://cve.report/software/siemens/ruggedcom_rox_rx1400_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/ruggedcom_rox_rx1500
http://cve.report/vendor/siemens
http://cve.report/software/siemens/ruggedcom_rox_rx1500_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/ruggedcom_rox_rx1501
http://cve.report/vendor/siemens
http://cve.report/software/siemens/ruggedcom_rox_rx1501_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/ruggedcom_rox_rx1510
http://cve.report/vendor/siemens
http://cve.report/software/siemens/ruggedcom_rox_rx1510_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/ruggedcom_rox_rx1511
http://cve.report/vendor/siemens
http://cve.report/software/siemens/ruggedcom_rox_rx1511_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/ruggedcom_rox_rx1512
http://cve.report/vendor/siemens
http://cve.report/software/siemens/ruggedcom_rox_rx1512_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/ruggedcom_rox_rx1524

Operating System Siemens Ruggedcom Rox Rx1524 Firmware All All All All
Hardware Siemens Ruggedcom Rox Rx1536 - All All All
Operating System Siemens Ruggedcom Rox Rx1536 Firmware All All All All
Hardware Siemens Ruggedcom Rox Rx5000 - All All All
Operating System Siemens Ruggedcom Rox Rx5000 Firmware All All All All
Reference Source Link Tags
cert-portal.siemens.com/productcert/pdf/ssa-146325.pdf MISC cert-portal.siemens.com

CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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