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Summary

CVE CVE-2023-36459

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-06 19:15:00 UTC

Updated 2023-07-14 19:33:00 UTC

Description Mastodon is a free, open-source social network server based on ActivityPub. Starting in version 1.3 and prior to versions 3.5.9, 4.0.5, and 4.1.3, an attacker using carefully crafted oEmbed data can bypass the HTML sanitization performed by Mastodon and include arbitrary HTML in oEmbed preview cards. This introduces a vector for cross-site scripting (XSS) payloads that can be rendered in the user's browser when a preview card for a malicious link is clicked through. Versions 3.5.9, 4.0.5, and 4.1.3 contain a patch for this issue.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Joinmastodon Mastodon All All All All

References

Reference Source Link Tags

oss-security - CVE-2023-36459: mastodon: XSS through oEmbed preview cards MISC www.openwall.com

Release v4.0.5 · mastodon/mastodon · GitHub MISC github.com

Release v4.1.3 · mastodon/mastodon · GitHub MISC github.com

Release v3.5.9 · mastodon/mastodon · GitHub MISC github.com

XSS through oEmbed preview cards · Advisory · mastodon/mastodon · GitHub MISC github.com

Merge pull request from GHSA-ccm4-vgcc-73hp · mastodon/mastodon@6d8e0fa · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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