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XWiki Platform is a generic wiki platform offering runtime services for applications built on top of it. When an XWiki installati
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Risk And Classification

Problem Types: CWE-459

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Xwiki Xwiki All All All All
Xwiki Xwiki 15.0 - All All
Xwiki Xwiki 15.0 rci All All
Xwiki Xwiki 15.1 - All All
Xwiki Xwiki 15.1 rci All All
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Improper Neutralization of Directives in Dynamically Evaluated Code (‘'Eval Injection’) in xwiki-platform-tag-ui - Advisory - xwiki/xwiki-platform -

XWIKI-20594: Mark old revisions and deleted documents as restricted - xwiki/xwiki-platform@15a6f84 - GitHub

Upgrading doesn't prevent exploiting vulnerable XWiki documents - Advisory - xwiki/xwiki-platform - GitHub
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2023-36468/mitre
https://cve.report/CVE-2023-36468/nist
https://cve.report/CVE-2023-36468/cve_org
https://cve.report/CVE-2023-36468.pdf
http://cve.report/vendor/xwiki
http://cve.report/software/xwiki/xwiki
http://cve.report/vendor/xwiki
http://cve.report/software/xwiki/xwiki
http://cve.report/vendor/xwiki
http://cve.report/software/xwiki/xwiki
http://cve.report/vendor/xwiki
http://cve.report/software/xwiki/xwiki
http://cve.report/vendor/xwiki
http://cve.report/software/xwiki/xwiki
https://github.com/xwiki/xwiki-platform/security/advisories/GHSA-2g5c-228j-p52x
https://github.com/xwiki/xwiki-platform/commit/15a6f845d8206b0ae97f37aa092ca43d4f9d6e59
https://jira.xwiki.org/browse/XWIKI-20594
https://github.com/xwiki/xwiki-platform/security/advisories/GHSA-8q9q-r9v2-644m
https://www.cve.org/CVERecord?id=CVE-2023-36468
https://nvd.nist.gov/vuln/detail/CVE-2023-36468

There are currently no legacy QID mappings associated with this CVE.
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