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Summary

CVE CVE-2023-36470

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-29 21:15:00 UTC

Updated 2023-07-10 14:03:00 UTC

Description XWiki Platform is a generic wiki platform offering runtime services for applications built on top of it. By either creating a new or editing an existing document with an icon set, an attacker can inject XWiki syntax and Velocity code that is executed with programming rights and thus allows remote code execution. There are different attack vectors, the simplest is the Velocity code in the icon set's HTML or XWiki syntax definition. The [icon picker](https://extensions.xwiki.org/xwiki/bin/view/Extension/Icon%20Theme%20Application#HIconPicker) can be used to trigger the rendering of any icon set. The XWiki syntax variant of the icon set is also used without any escaping in some documents, allowing to inject XWiki syntax including script macros into a document that might have programming right, for this the currently used icon theme needs to be edited. Further, the HTML output of the icon set is output as JSON in the icon picker and this JSON is interpreted as XWiki syntax, allowing again the injection of script macros into a document with programming right and thus allowing remote code execution. This impacts the confidentiality, integrity and availability of the whole XWiki instance. This issue has been patched in XWiki 14.10.6 and 15.1. Icon themes now require script right and the code in the icon theme is executed within the context of the icon theme, preventing any rights escalation. A macro for displaying icons has been introduced to avoid injecting the raw wiki syntax of an icon set into another document. Users are advised to upgrade. There are no known workarounds for this vulnerability.

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xwiki Xwiki All All All All

Application Xwiki Xwiki 15.0 - All All

Application Xwiki Xwiki 15.0 rc1 All All

Application Xwiki Xwiki 15.1 - All All

Application Xwiki Xwiki 15.1 rc1 All All

References

Reference

Improper Neutralization of Directives in Dynamically Evaluated Code ('Eval Injection') in icon themes · Advisory · xwiki/xwiki-platform · GitHub

XWIKI-20524: Improve icon rendering · xwiki/xwiki-platform@b0cdfd8 · GitHub

XWIKI-20524: Improve icon rendering · xwiki/xwiki-platform@79418dd · GitHub

XWIKI-20682: Introduce an icon macro · xwiki/xwiki-platform@46b5428 · GitHub
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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