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Summary

CVE CVE-2023-36475

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-28 23:15:00 UTC

Updated 2023-07-06 17:09:00 UTC

Description Parse Server is an open source backend that can be deployed to any infrastructure that can run Node.js. Prior to versions 5.5.2 and 6.2.1, an attacker can use a prototype pollution sink to trigger a remote code execution through the MongoDB BSON parser. A patch is available in versions 5.5.2 and 6.2.1.

Risk And Classification

Problem Types: CWE-1321

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Parseplatform Parse-server All All All All

References

Reference

Release 6.2.1 · parse-community/parse-server · GitHub

fix: Remote code execution via MongoDB BSON parser through prototype pollution by mtrezza · Pull Request #8674 · parse-community/parse-server · GitHub

Release 5.5.2 · parse-community/parse-server · GitHub

fix: Remote code execution via MongoDB BSON parser through prototype … · parse-community/parse-server@5fad292 · GitHub

fix: Remote code execution via MongoDB BSON parser through prototype … · parse-community/parse-server@3dd99dd · GitHub

Remote code execution via MongoDB BSON parser through prototype pollution · Advisory · parse-community/parse-server · GitHub

fix: Remote code execution via MongoDB BSON parser through prototype pollution by mtrezza · Pull Request #8675 · parse-community/parse-server · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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