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Summary

CVE CVE-2023-36477

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-30 19:15:00 UTC

Updated 2023-07-10 16:38:00 UTC

Description XWiki Platform is a generic wiki platform offering runtime services for applications built on top of it. Any user with edit rights can edit all pages in the `CKEditor' space. This makes it possible to perform a variety of harmful actions, such as removing technical documents, leading to loss of service and editing the javascript configuration of CKEditor, leading to persistent XSS. This issue has been patched in XWiki 14.10.6 and XWiki 15.1. This issue has been patched on the CKEditor Integration extension 1.64.9 for XWiki version older than 14.6RC1. Users are advised to upgrade. Users unable to upgrade may manually address the issue by restricting the `edit` and `delete` rights to a trusted user or group (e.g. the `XWiki.XWikiAdminGroup` group), implicitly disabling those rights for all other users. See commit `9d9d86179` for details.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xwiki Ckeditor Integration All All All All

Application Xwiki Xwiki All All All All

Application Xwiki Xwiki 15.0 - All All

Application Xwiki Xwiki 15.0 rc1 All All

References

Reference Source Link Tags

XWIKI-20590: Improved CKEditor visibility management · xwiki/xwiki-platform@9d9d861 · GitHub MISC github.com

Loading... MISC jira.xwiki.org

Loading... MISC jira.xwiki.org

Persistent XSS through CKEditor Configuration pages · Advisory · xwiki/xwiki-platform · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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