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CVE CVE-2023-36480
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-04 15:15:00 UTC
Updated 2023-08-09 17:36:00 UTC
Description The Aerospike Java client is a Java application that implements a network protocol to communicate with an Aerospike servi

/ ]

1|

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Aerospike Aerospike Java Client All All All All

Reference Source
github.com/aerospike/aerospike-client-java/blob/e40a49b3db0d2b3d45068910... MISC

CVE-2023-36480 CLIENT-2252 Dlsable java runtime serialization/deseria... - aerospike/aerospike-client-java@51c65e3 - GitHub MISC

CVE-2023-36480 CLIENT-2252 Dlsable java runtime serialization/deseria... - aerospike/aerospike-client-java@66aafb4 - GitHub MISC

github.com/aerospike/aerospike-client-java/blob/e40a49b3db0d2b3d45068910... MISC
github.com/aerospike/aerospike-client-java/blob/e40a49b3db0d2b3d45068910... MISC
github.com/aerospike/aerospike-client-java/blob/e40a49b3db0d2b3d45068910... MISC

CVE-2023-36480 CLIENT-2252 Remove all code that used java runtime ser... - aerospike/aerospike-client-java@80c508¢ - GitHub  MISC

CVE-2023-36480 CLIENT-2252 Dlsable java runtime serialization/deseria... - aerospike/aerospike-client-java@02bf28e - GitHub MISC

github.com/aerospike/aerospike-client-java/blob/e40a49b3db0d2b3d45068910... MISC
github.com/aerospike/aerospike-client-java/blob/e40a49b3db0d2b3d45068910... MISC
Aerospike Customer MISC
Unsafe deserialization of server responses - Advisory - aerospike/aerospike-client-java - GitHub MISC

github.com/aerospike/aerospike-client-java/blob/e40a49b3db0d2b3d45068910... MISC
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https://github.com/aerospike/aerospike-client-java/blob/e40a49b3db0d2b3d45068910e1cb9d917c795315/client/src/com/aerospike/client/async/NettyCommand.java#L596
https://github.com/aerospike/aerospike-client-java/commit/51c65e32837da29435161a2d9c09bbdc2071ecae
https://github.com/aerospike/aerospike-client-java/commit/66aafb4cd743cf53baffaeaf69b035f51d2e2e36
https://github.com/aerospike/aerospike-client-java/blob/e40a49b3db0d2b3d45068910e1cb9d917c795315/client/src/com/aerospike/client/async/NettyCommand.java#L1157
https://github.com/aerospike/aerospike-client-java/blob/e40a49b3db0d2b3d45068910e1cb9d917c795315/client/src/com/aerospike/client/util/Unpacker.java#L227
https://github.com/aerospike/aerospike-client-java/blob/e40a49b3db0d2b3d45068910e1cb9d917c795315/client/src/com/aerospike/client/async/AsyncRead.java#L68
https://github.com/aerospike/aerospike-client-java/commit/80c508cc5ecb0173ce92d7fab8cfab5e77bd9900
https://github.com/aerospike/aerospike-client-java/commit/02bf28e62fb186f004c82c87b219db2fc5b8262a
https://github.com/aerospike/aerospike-client-java/blob/e40a49b3db0d2b3d45068910e1cb9d917c795315/client/src/com/aerospike/client/command/Command.java#L2083
https://github.com/aerospike/aerospike-client-java/blob/e40a49b3db0d2b3d45068910e1cb9d917c795315/client/src/com/aerospike/client/async/NettyCommand.java#L489
https://support.aerospike.com/s/article/CVE-2023-36480-Aerospike-Java-Client-vulnerable-to-unsafe-deserialization-of-server-responses
https://github.com/aerospike/aerospike-client-java/security/advisories/GHSA-jj95-55cr-9597
https://github.com/aerospike/aerospike-client-java/blob/e40a49b3db0d2b3d45068910e1cb9d917c795315/client/src/com/aerospike/client/command/Buffer.java#L53
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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