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Summary

CVE CVE-2023-36482

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-08 20:15:00 UTC

Updated 2023-08-15 00:14:00 UTC

Description An issue was discovered in Samsung NFC S3NRN4V, S3NSN4V, S3NSEN4, SEN82AB, and S3NRN82. A buffer copy without checking its input size can cause an NFC service restart.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Samsung S3nrn4v - All All All

Operating System Samsung S3nrn4v Firmware - All All All

Hardware Samsung S3nrn82 - All All All

Operating System Samsung S3nrn82 Firmware - All All All

Hardware Samsung S3nsen4 - All All All

Operating System Samsung S3nsen4 Firmware - All All All

Hardware Samsung S3nsn4v - All All All

Operating System Samsung S3nsn4v Firmware - All All All

Hardware Samsung Sen82ab - All All All

Operating System Samsung Sen82ab Firmware - All All All

References

Reference Source Link Tags

Product Security Update | Support | Samsung Semiconductor Global MISC semiconductor.samsung.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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