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Description

CVE-2023-36608

MITRE NVD CVE.ORG Print: PDF %5

CVE-2023-36608

PUBLIC

ics-cert@hq.dhs.gov

CVE Program / NVD first with legacy fallback
2023-07-03 20:15:00 UTC

2023-07-10 16:06:00 UTC

The affected TBox RTUs store hashed passwords using MD5 encryption, which is an insecure encryption algorithm.

Risk And Classification

Problem Types: CWE-327

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Operating System
Hardware

Operating System

Vendor Product Version Update Edition Language
Ovarro Tbox Lt2 - All All All
Ovarro Tbox Lt2 Firmware All All All All
Ovarro Tbox Ms-cpu32 - All All All
Ovarro Tbox Ms-cpu32-s2 - All All All
Ovarro Tbox Ms-cpu32-s2 Firmware All All All All
Ovarro Tbox Ms-cpu32 Firmware All All All All
Ovarro Tbox Rm2 - All All All
Ovarro Tbox Rm2 Firmware All All All All
Ovarro Tbox Tg2 - All All All
Ovarro Tbox Tg2 Firmware All All All All

L

Reference Source Link Tags

Ovarro TBox RTUs | CISA MISC WWW.Cisa.gov

CVE Program record CVE.ORG WWW.CVe.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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