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The following vulnerability was found:

An issue was discovered in the Boomerang Parental Control application through 13.83 for
Android. The child can use Safe Mode to remove all restrictions temporarily or uninstall the
application without the parents noticing.

CVE-2023-36621 has been assigned by [¥] cve@mitre.org to track the vulnerability

CVE References

Description Tags Link

The hidden costs of parental control apps - SEC Consult ¥ MISC sec-consult.com/blog/detail/the-
hidden-costs-of-parental-control-apps/

Full Disclosure: SEC Consult SA-20230628-0 :: Stored XSS & Privilege B MmIsC
Escalation in Boomerang Parental Control App seclists.org/fulldisclosure/2023/Jul/12
Boomerang Parental Control - Taking the battle out of screen time MISC useboomerang.com/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

There are no known software configurations (CPEs) currently associated with this CVE

No vendor comments have been submitted for this CVE
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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