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Summary

CVE CVE-2023-36665

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-05 14:15:00 UTC

Updated 2023-09-07 22:15:00 UTC

Description "protobuf.js (aka protobufjs) 6.10.0 through 7.x before 7.2.5 allows Prototype Pollution, a different vulnerability than CVE-2022-25878. A user-controlled protobuf message can be used by an attacker to pollute the prototype of Object.prototype by adding and overwriting its data and functions. Exploitation can involve: (1) using the function parse to parse protobuf messages on the fly, (2) loading .proto files by using load/loadSync functions, or (3) providing untrusted input to the functions ReflectionObject.setParsedOption and util.setProperty.

Risk And Classification

Problem Types: CWE-1321

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Protobufjs Project Protobufjs All All All All

References

Reference Source Link

fix: do not let setProperty change the prototype by alexander-fenster · Pull Request #1899 · protobufjs/protobuf.js · GitHub CONFIRM github.com

fix: do not let setProperty change the prototype (#1899) · protobufjs/protobuf.js@e66379f · GitHub MISC github.com

Comparing protobufjs-v7.2.3...protobufjs-v7.2.4 · protobufjs/protobuf.js · GitHub MISC github.com

New Vulnerability in protobufjs: Prototype Pollution - CVE-2023-36665 MISC www.code-intelligence.com

Release protobufjs: v7.2.4 · protobufjs/protobuf.js · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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