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Summary

CVE CVE-2023-36675

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-06-26 01:15:00 UTC

Updated 2023-11-07 04:16:00 UTC

Description An issue was discovered in MediaWiki before 1.35.11, 1.36.x through 1.38.x before 1.38.7, and 1.39.x before 1.39.4. BlockLogFormatter.php in BlockLogFormatter allows XSS in the partial blocks feature.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mediawiki Mediawiki All All All All

References

Reference Source Link

[SECURITY] Fedora 38 Update: mediawiki-1.39.4-1.fc38 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 37 Update: mediawiki-1.38.7-1.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 39 Update: mediawiki-1.39.4-1.fc39 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 38 Update: mediawiki-1.39.4-1.fc38 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Release notes/1.40 - MediaWiki MISC www.mediawiki.org

Debian -- Security Information -- DSA-5447-1 mediawiki DEBIAN www.debian.org

[SECURITY] Fedora 39 Update: mediawiki-1.39.4-1.fc39 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 37 Update: mediawiki-1.38.7-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

⚓ T332889 XSS in BlockLogFormatter due to unsafe message use MISC phabricator.wikimedia.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

285294 Fedora Security Update for mediawiki (FEDORA-2023-7e9d6015f6)

6000022 Debian Security Update for mediawiki (DSA 5447-1)

691202 Free Berkeley Software Distribution (FreeBSD) Security Update for mediawiki (95dad123-180e-11ee-86ba-080027eda32c)

http://cve.report/qid/285294
http://cve.report/qid/6000022
http://cve.report/qid/691202
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2023-36675
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


