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CVE-2023-36761

PUBLIC

secure@microsoft.com

CVE Program / NVD first with legacy fallback
2023-09-12 17:15:00 UTC

2023-11-07 00:15:00 UTC

Microsoft Word Information Disclosure Vulnerability

Risk And Classification

EPSS: 0.073260000 probability, percentile 0.916620000 (date 2026-04-04)
CISA KEV: Listed on 2023-09-12; due 2023-10-03; ransomware use Unknown
Problem Types: CWE-668

CISA Known Exploited Vulnerability

Vendor

Product

Name

Required Action

Notes

Microsoft

Word

Microsoft Word Information Disclosure Vulnerability

Apply mitigations per vendor instructions or discontinue use of the product if mitigations are unavailable.

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36761;
https://nvd.nist.gov/vuln/detail/CVE-2023-36761

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application

Application

Annliratinn

Vendor

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

NMirrnenft

Product Version Update Edition Language
365 Apps - All All All
365 Apps - All All All
Office 2019 All All All
Office 2019 All All All
Office Long Term Servicing Channel 2021 All All All
Office Long Term Servicing Channel 2021 All All All
Word 2013 sp1 All All
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https://cve.report/
https://cve.report/CVE-2023-36761/mitre
https://cve.report/CVE-2023-36761/nist
https://cve.report/CVE-2023-36761/cve_org
https://cve.report/CVE-2023-36761.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/365_apps
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/365_apps
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/office
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/office
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/office_long_term_servicing_channel
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/office_long_term_servicing_channel
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/word
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/word
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Application Microsoft Word 2013 sp1 All All

References

Reference Source Link Tags

Security Update Guide - Microsoft Security Response Center MISC msrc.microsoft.com

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
CISA Known Exploited Vulnerabilities catalog CISA WWW.Cisa.gov kev

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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