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Summary

CVE CVE-2023-36809

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-05 22:15:00 UTC

Updated 2023-07-12 17:38:00 UTC

Description Kiwi TCMS, an open source test management system allows users to upload attachments to test plans, test cases, etc. Versions of Kiwi TCMS prior to 12.5 had introduced changes which were meant to serve all uploaded files as plain text in order to prevent browsers from executing potentially dangerous files when such files are accessed directly. The previous Nginx configuration was incorrect allowing certain browsers like Firefox to ignore the `Content-Type: text/plain` header on some occasions thus allowing potentially dangerous scripts to be executed. Additionally, file upload validators and parts of the HTML rendering code had been found to require additional sanitation and improvements. Version 12.5 fixes this vulnerability with updated Nginx content type configuration, improved file upload validation code to prevent more potentially dangerous uploads, and Sanitization of test plan names used in the `tree_view_html()` function.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kiwitcms Kiwi Tcms All All All All

References

Reference Source Link Tags

huntr – Security Bounties for any GitHub repository MISC huntr.dev

Better enforcing of mime type for uploads · kiwitcms/Kiwi@ffb0045 · GitHub MISC www.github.com

Misconfigured HTTP headers allowing stored XSS execution · Advisory · kiwitcms/Kiwi · GitHub MISC github.com

Kiwi TCMS - Kiwi TCMS 12.5 MISC kiwitcms.org

Sanitize test plan name in tree_view_html() · kiwitcms/Kiwi@195ea53 · GitHub MISC www.github.com

huntr – Security Bounties for any GitHub repository MISC huntr.dev

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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