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CVE CVE-2023-36811
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Published 2023-08-30 18:15:00 UTC

Updated 2023-09-15 22:15:00 UTC

Description borgbackup is an opensource, deduplicating archiver with compression and authenticated encryption. A flaw in the cryptogr
) I i

Problem Types: CWE-347

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Borgbackup Borg All All

Edition Language

All All

References

Reference

[SECURITY] Fedora 38 Update: borgbackup-1.2.6-1.fc38 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 39 Update: borgbackup-1.2.6-1.fc39 - package-announce - Fedora Mailing-Lists
Pre-1.2.5 archives spoofing vulnerability - Advisory - borgbackup/borg - GitHub

Important notes

[SECURITY] Fedora 37 Update: borgbackup-1.2.6-1.fc37 - package-announce - Fedora Mailing-Lists
CVE Program record

NVD vulnerability detail

1]

Source

Merge pull request #7789 from ThomasWaldmann/archive-tam-verify-master - borgbackup/borg@3eb0701 - GitHub ~ MISC

MISC

MISC

MISC

MISC

MISC

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.
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284511 Fedora Security Update for borgbackup (FEDORA-2023-555f9fac30)


https://cve.report/
https://cve.report/CVE-2023-36811/mitre
https://cve.report/CVE-2023-36811/nist
https://cve.report/CVE-2023-36811/cve_org
https://cve.report/api/cve/CVE-2023-36811.json
https://cve.report/CVE-2023-36811.pdf
http://cve.report/vendor/borgbackup
http://cve.report/software/borgbackup/borg
https://github.com/borgbackup/borg/commit/3eb070191da10c2d3f7bc6484cf3d51c3045f884
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/5Q3OHXERTU547SEQ3YREZXHOCYNLVD63/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/XOZDFIYEBIOKSIEAXUJJJFUJTAJ7TF3C/
https://github.com/borgbackup/borg/security/advisories/GHSA-8fjr-hghr-4m99
https://github.com/borgbackup/borg/blob/1.2.5-cvedocs/docs/changes.rst#pre-125-archives-spoofing-vulnerability-cve-2023-36811
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/ZUCQSMAWOJBCRGF6XPKEZ2TPGAPNKIWV/
https://www.cve.org/CVERecord?id=CVE-2023-36811
https://nvd.nist.gov/vuln/detail/CVE-2023-36811
http://cve.report/qid/284511

284512 Fedora Security Update for borgbackup (FEDORA-2023-34411d8f77)
285268 Fedora Security Update for borgbackup (FEDORA-2023-467632ecbe)

505985 Alpine Linux Security Update for borgbackup
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