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Summary

CVE CVE-2023-36813

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-05 22:15:00 UTC

Updated 2023-07-17 04:15:00 UTC

Description Kanboard is project management software that focuses on the Kanban methodology. In versions prior to 1.2.31authenticated user is able to perform a SQL Injection, leading to a privilege escalation or loss of confidentiality. It appears that in some insert and update operations, the code improperly uses the PicoDB library to update/insert new information. Version 1.2.31 contains a fix for this issue.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kanboard Kanboard All All All All

References

Reference Source Link

Multiple Authenticated SQL Injections · Advisory · kanboard/kanboard · GitHub MISC github.com

Avoid potential SQL injections without breaking compatibility with pl… · kanboard/kanboard@25b9334 · GitHub MISC github.com

Release Kanboard 1.2.31 · kanboard/kanboard · GitHub MISC github.com

Debian -- Security Information -- DSA-5454-1 kanboard MISC www.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

6000237 Debian Security Update for kanboard (DSA 5454-1)
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