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Summary

CVE CVE-2023-36828

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-05 22:15:00 UTC

Updated 2023-07-12 15:48:00 UTC

Description Statamic is a flat-first, Laravel and Git powered content management system. Prior to version 4.10.0, the SVG tag does not sanitize malicious SVG. Therefore, an attacker can exploit this vulnerability to perform cross-site scripting attacks using SVG, even when using the `sanitize` function. Version 4.10.0 contains a patch for this issue.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Statamic Statamic All All All All

References

Reference

[4.x] SVG tag sanitization (#8408) · statamic/cms@c714893 · GitHub

Antlers sanitizer cannot effectively sanitize malicious SVG · Advisory · statamic/cms · GitHub

cms/src/Tags/Svg.php at f806b6b007ddcf066082eef175653c5beaa96d60 · statamic/cms · GitHub

cms/src/Http/Controllers/CP/Fieldtypes/FilesFieldtypeController.php at f806b6b007ddcf066082eef175653c5beaa96d60 · statamic/cms · GitHub

[4.x] SVG tag sanitization by jasonvarga · Pull Request #8408 · statamic/cms · GitHub

Release v4.10.0 · statamic/cms · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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