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Certain versions of SAP ECC And SAP S/4HANA IS-OIL from SAP SE contain the following
vulnerability:

Due to programming error in function module or report, SAP NetWeaver ABAP (IS-OIL) -
versions 600, 602, 603, 604, 605, 606, 617, 618, 800, 802, 803, 804, 805, 806, 807, allows
an authenticated attacker to inject an arbitrary operating system command into an
unprotected parameter in a common (default) extension.  On successful exploitation, the
attacker can read or modify the system data as well as shut down the system.

CVE References

Description Tags Link

SAP Patch Day Blog web.archive.org

text/html

Inactive Link Not Archived

 MISC www.sap.com/documents/2022/02/fa865ea4-167e-0010-bca6-
c68f7e60039b.html

No Description Provided me.sap.com

text/html

 MISC me.sap.com/notes/3350297

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Software

Vendor Product Version

SAP SE SAP_ECC_and_SAP_S/4HANA_IS-OIL = 600

SAP SE SAP_ECC_and_SAP_S/4HANA_IS-OIL = 602

SAP SE SAP_ECC_and_SAP_S/4HANA_IS-OIL = 603

SAP SE SAP_ECC_and_SAP_S/4HANA_IS-OIL = 604

CVE-2023-36922 has been assigned by  cna@sap.com to track the vulnerability
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← Previous ID Next ID→

SAP SE SAP_ECC_and_SAP_S/4HANA_IS-OIL = 604

SAP SE SAP_ECC_and_SAP_S/4HANA_IS-OIL = 605

SAP SE SAP_ECC_and_SAP_S/4HANA_IS-OIL = 606

SAP SE SAP_ECC_and_SAP_S/4HANA_IS-OIL = 617

SAP SE SAP_ECC_and_SAP_S/4HANA_IS-OIL = 618

SAP SE SAP_ECC_and_SAP_S/4HANA_IS-OIL = 800

SAP SE SAP_ECC_and_SAP_S/4HANA_IS-OIL = 802

SAP SE SAP_ECC_and_SAP_S/4HANA_IS-OIL = 803

SAP SE SAP_ECC_and_SAP_S/4HANA_IS-OIL = 804

SAP SE SAP_ECC_and_SAP_S/4HANA_IS-OIL = 805

SAP SE SAP_ECC_and_SAP_S/4HANA_IS-OIL = 806

SAP SE SAP_ECC_and_SAP_S/4HANA_IS-OIL = 807

No vendor comments have been submitted for this CVE

Social Mentions

Source Title Posted (UTC)

 @CVEreport CVE-2023-36922 : Due to programming error in function module or report, #SAP NetWeaver ABAP
IS-OIL - versions 600… twitter.com/i/web/status/1…

2023-07-11
03:07:14

@Robo_Alerts
Potentially Critical CVE Detected! CVE-2023-36922 Due to programming error in function module or
report, SAP NetWea… twitter.com/i/web/status/1…

2023-07-11
04:10:55

 @cracbot CVE-2023-36922 (CVSS:9.1, CRITICAL) is Awaiting Analysis. Due to programming error in function
module or report, SA… twitter.com/i/web/status/1…

2023-07-12
06:00:18
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